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About MindManager SSO

Single Sign-on allows your organization to bypass MindManager account creation and instead use
your existing single sign on provider to sign into MindManager software. This is accomplished by
establishing trust between your OpenlD Connect or SAML Provider and MindManager's
Authentication System (Amazon Web Services (AWS) Cognito).

Single Sign-on works with the following MindManager products and services:

MindManager Windows 21 or greater

MindManager Mac 13.2 or greater

MindManager Snap (desktop, mobile, & app extensions)
Co-editing

Publishing

MindManager for Microsoft Teams

MindManager Web

MindManager Chromebook

MindManager License Administration Portal

Zapier
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OpenlD Configuration Instructions

ATTENTION: Screenshot examples in this document from Corel Corp are shown for reference only, you
should perform these changes in your own Microsoft Azure portal.

Creating and Configuring Your Enterprise Application

Register a new application using the Azure Active portal by completing the following steps.

1. Go to https://portal.azure.com/

&« Cc & portal.azure.com,

Microsoft Azure £ Search resources, services, and dacs (G+/)

Azure services

-+ 3 — > & = = (%) ¢ —2

Azure Active Virtual Virtual Network Host groups Public IP Resource Resource More services
Directory machines networks  security groups addresses groups Explorer

2. Navigate to Azure Active Directory.

Home

0 Corel Corporation | Overview Documentation ¢ X

Azure Active Directory

Switch tenant  [i] Delete tenant —+ Createa tenant (%' What's new O Got feedback?
@ Overview
#" Getting started

@ Azure Active Directory can help you enable remote work for your emplayees and partners. Learn more
X Diagnose and solve problems

Manage .
Corel Corporation
s Users
Search your tenant

& Groups
8E External Identities » Tenant information @ Azure AD Connect
£, Roles and administrators

Your role Status

3 Administrative units (Preview) Global administrator and 2 other roles Enabled

N More info
i Enterprise applications

License Last sync
H Devices Azure AD for Office 365 Less than 1 hour ago
i App registrations Tenant 1D
&l ldentity Governance E

" Primary domain
B Application proxy

4@ Licenses

» Azure AD Connect
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3. Inthe Manage area of the Azure Active Directory admin center, click App registrations.

g2 Corel Corporation | App registrations  #

Disghary rasret Appleation [dient) I Created 8n Certifieates & secrets

4. Click New registration.
5. On the Register an application page, type the name that the user will see for this application in the
Name box.
6. Inthe Supported account types area, enable the Accounts in this organizational directory only
option.
7. Next, enter the redirect URI into the Redirect URI box.
a. MindManager Redirect URIs vary depending on the currently available user pool.
b. To get the URIs for the currently available user pool, please visit the current user pool
page at: https://cloud.mindmanager.com/api/vl/current-userpool-domains
There should be 2 different URIs displayed at the top of the page.
c. Copy the first URI from the current user pool page
Paste the first URI into Redirect URI box.
i. After pasting the URL, insert https:// at the beginning of the URL
ii. For example, if the current user pool page shows:
user-pool/oauth2/idpresponse
it should be changed to:
https://user-pool/oauth2/idpresponse

8. Click Register.
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Hame  Conel Coporation | App regestration.

Register an application

Guame>

Thiet st -lincinogs iy Fuadroe o thi Apication (s ca Be charged later]

shoud-mindmansgeroom

TR AT
18] Arpounts i tha pgenastons dreniony oy Lo tm@

i chreciory hrvy Azyee B0

() Mecownts. i ary srganaatana creiory ey Anuse AD Sreruny - MRAenan) S pamonsl UACTOASR A0S G § TIype Kook

el me chassis.

Redirect URI [ -

Teturn the suthentcation sepams &S tha U ster ool sotertratng Ty wier Frowding B row al aned 2 can B
CRAnged LNer, it & vahst i FOgusned 107 MOS SuUThERTCEOn SEner .

Wk W | Mo fogr mrdmanagen com it L icprmpon

By prooeeding, you sgres b3 the Maromolt Pletionm Folcies

[t |
9. Inthe Manage area, click Authentication.

Home > Corel Corporation | App registrations >

3 cloud-mindmanager-com | Authentication = X
2 Search [Cmde/} « (5] save < Discard | T Got feedback?
i Overview ) .
Platform configurations

& Quickstart

. Depending on the platform or device this application is targeting, additional configuration may be required such as
#' Integration assistant (preview) redirect URIs, specific authentication settings, or fields specific to the platform.
Manage

B Branding

~ Web Quickstart  Docsc?  [i]
Certificates & secrets Redirect URls
! Token configuration The URIs we will accept as destinations when returning ication responses (tokens) after successfully authenticating users. Alsa referred to as

reply URLs. Learn more about Redirect URIs and their restrictions
- APl permissions
@ Expose an API
hittps/flogin h, o]

H Owners

& Roles and administrators (Preview)

W Manifest

Support + Troubleshooting Logout URL

2 Troubleshacting x:::;::vm send a request to have the application clear the user's session data. This is required for single sign-out to
& New support request 9. hips/myspp comflogout -
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10. In the Platform Configurations area, you now need to add a second Redirect URI

MindManager Redirect URIs vary depending on the currently available user pool.

To get the URIs for the currently available user pool, please visit the current user pool page at:
https://cloud.mindmanager.com/api/vl/current-userpool-domains

There should be 2 different URIs displayed at the top of the page.
Copy the second URI from the current user pool page
In the Web section, click Add URI, then paste the second URI into the field.

After pasting the URL, insert https:// at the beginning of the URL
For example, if the current user pool page shows:
user-pool/oauth2/idpresponse

it should be changed to:

https://user-pool/oauth2/idpresponse

You should have 2 different URIs listed. Example with added URIs shown below. URIs shown are
for illustrative purposes only, be sure to get the latest URIs from the current user pool page.

hat can be any name

3 That can be any name | Authentication #

]

B Overview

Quickstart
" Integration assistant
Manage

! Branding & properties
3 Authentication

Certificates & secrets

! Token configuration
& API permissions
& Expose an API

App roles

-

Owners
& Roles and administrators

Manifest

Support + Troubleshooting
£ Troubleshooting

New support request

Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform

Add a platform

Web

Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully autl rcntcaung or signing out users. The redirect URI you
send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn m edir Ris and their restrictions.

https://login.mindmanager.com/cauth2/idpresponse

https-//login-dr.mindmanager.com/oauth2/idpresponse

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
work correctly

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and 1D tokens.

11. On the Platform Configurations page, click Save.

12. In the Manage area, click Certificates & secrets.
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13. On the Certificates & secrets page, click New client secret.

Home © Conel Coponation | App regritration.

cloud-mindmanager-com | Certificates & secrets & ®
L Seareh [Crre = Credentish enable con fdentisl sppbeaion 10 denlity therreh 16 The sulhertcalion Lérvce when fetesing ke sl & mib bdderisable kcalion [uing an
MTTFS scheme). For @ higher level of asiurance, we recommaend waing # cerificate Gratead of a clend secret) 23 3 crecdential

L
o Guhan Cestificates
A Imegraton awisan ipoeee Conificates can be used a6 Srerats 1o prove the application's ideesity hen requrysng & tien. Ao can b refeered 1o a5 public beys.
Maniige Upioad caitifeate
= Brandng Tharmbprin S1ar1 date [Enpires
3 mathentication o corficatey huee been dded for this appeation.

Cortifcates & peorets.
Y Toloen configunton
P Client secrets
& E 65 AP A seiret sining that the sppboaton upes 10 prowe iis ideniiiy when nequesiing » iolen Also can be retemed B0 a1 appicaiion passwond
£ owen
& Robes et sdenaLal v (PTEvEw) Evscription P
L] Mg chent pecrets have been cresbed for this sppboation
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14. In the Add a client secret window, type a descriptive name for the secret (optional) and select an

expiry option.

Add a client secret X
Description Enter a description for this client secret |
Expires 24 months ~ |

a. Due to requirements of the Microsoft Azure system, the SSO connection with
MindManager requires a secret token that has an expiration date. MindManager
requires choosing an expiration date of 24 months or greater to minimize the
frequency of updating your secret token with our team. If your secret token expires
before you provide a new one to the MindManager team, NONE OF YOUR USERS OR
ADMINS WILL BE ABLE TO ACCESS THE MINDMANAGER ADMIN PORTAL OR
MINDMANAGER PRODUCTS. To avoid this scenario, your organization must do the
following:

i. Add a new client secret token to your existing app in Azure that you are using
for MindManager SSO.

Version 2.0 27 July 2023



ii. Submit the new secret token through the SSO setup process in the
MindManager Admin portal at least 4 weeks prior to your previous secret

token’s expiration date to allow time for our team to update without service
interruption.
15. Click Add.

16. In the Client secrets area, click the Copy to clipboard button in the Value column for the secret that
you created. This information must be provided in the MindManager Admin portal SSO setup form.

Description Expires Value Secret ID

Demo Cert 5/4/2022 VH17Q~_ymm1wsgyx32Satimrikhidw.. D 5179a12d-0035-4170-a475-3e8614c177b2 D

17. In the Manage area, click APl permissions.

Home © Condl Compoenation | App registrationd

= cloud-mindmanager-com | APl permissions  #

x
Seatch [Cmds ) metresh

B o

Corfligured permasions
e Qurkstan . . - T

Applations e puthorned to call APY when they sre granted permasons by vpers/sdmens ae part of the corent process. The kst of conligured permascns
A inbegeation sysstant [preview] ihould inchide sl thi PEMAians B APpleation seedi Lears mane Sboul Permadinns and cofien]

¥ Add 8 parmission ani pdesin consent for Corel Conpevation

Manage
= prandng APL/ Permiaion. name Type Desoription Adderin comaan 1 SRt
D husheclcation P ——

Cortificati & pherati Delegated  Sige i and pead uide profile

Tk oAfgaration

S Eapoie a5 AP

F Ownen

u  Roles and samimntraton [Preves]
[ ST

Suppari + Teoublethooting

& Troutiethooting

£ hrw nuppe regue

18. On the API permissions page, click Add a permission.
19. In the Request APl permissions pane, click Microsoft Graph.

Request API permissions X

Select an AP

Microsoft APIs | APls my organization uses My APIs

Commonly used Microsoft APls

-

P ot ofdata n Office 365, Entrprise Mobiity » Security, and Windows 10

\" fExchange, OneDrive, OreNote, SharePoint, Planner, and mare through a

[ Asure Data Catsiog () Aswe Devops Q s
Inteqrate with Azure DevOps and Azure || Allow validated users 10 read and wite
DevOps server protectad content

Data Export Service for

p

20. Click Delegated permissions.
Request APl permissions :
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21. In the Openid permissions area, enable the email, offline_access, openid, and profile check boxes.
22. Click Add permissions.
23. On the API

Home L >

permissions page, click Grant admin consent.

= cloud-mindmanager-com | APl permissions & x

B Overiem

Al Vim0 EERARSALE b e MM, bt el Pk 1 CORSRL rern f Dy vh beady B35 53 Brttarily
& Guickitant
18 (i) Corfigured permissions
“ Appheations are sutharived t call APis when thry are grasted peemintion by uiee " of the comeet preceis. The nx of configuned peemision
i shoukd inchide il the PETmITIns T APRECRON Resds. LESI mare S0au e
= brnding F Add a permistion Grard admen congent for Corsl Corparation
D muthantication
APLfPerminiom names  Type Gacrigton Admin comaent reg.,  Mate
Coetificates & pecreti
o perenesh Gragh {3

Teicen configuraton

24. Click Yes to confirm.

Do you want to grant consent for the requested permissions for all accounts in Corel Corporation? This will update any existing admin consent
records this application already has to match what is listed below.

25. Configuration Complete (see next section)
26. The minimum permissions required for SSO to work with MindManager are shown in the following
example, please ensure you have granted permission for the following:

Manage Configured permissions

Branding Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent
3 Authentication
) + Add a permission " Grant admin consent for appmixer
Certificates & secrets

APl / Permissions name Type Description Admin consent requ... Status

! Token configuration

N ) v :
APl permissions Microsoft Graph (3)

@ Expose an API email Delegated  View users' email address No @ Granted for app
i App roles offline_access Delegated  Maintain access to data you have given it access to No @ Granted for app
22 Owners openid Delegated  Sign users in Neo @ Granted for app

&l. Roles and administrators | Preview

To view and manage permissions and user consent, try Enterprise applications.

B Manifest
a. Email
b. Offline_access
c. openid
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Submit Your Setup Details In the MindManager Admin Portal

] New Setup
Please submit the required information to continue. Choose Your Single Sign-on Provider

Domain Verification Microsoft Azure AD (OpeniD) ~

Download Microsoft Azure AD S50 Setup Instructions

Security Review Input Required Information

Ready for Testing

Done & (\l/]

Input the required information as described below into the fields in your Admin portal
(https://cloud.mindmanager.com/admin) via the Setup SSO button.

e Application Client ID
o Found on the Overview Page in Microsoft Azure
e (lient Secret Value
o Found on the Certificates & Secrets page in the Value column in Microsoft Azure — the
information copied in step 16.
e Secret Token Expiration Date
o Found on the Certificates & Secrets page in the Expires column in Microsoft Azure —
enter a date based on the expiration you entered in step 14.
o The MindManager system will send you reminder emails leading up to your token
expiration so that you can renew the token without service interruption.
e Directory (tenant) ID
o Found on the Overview Page in Microsoft Azure
e List of domains

Version 2.0


https://cloud.mindmanager.com/admin

o The list of domains that you want to be redirected to use your Organization’s Active
Directory to Sign In.

o Thisis usually the company domain, for example at Corel it is corel.com but you can
include additional domains that may fall under the same active directory, for example
we also include mindmanager.com. This means that anyone with an @corel.com or
@mindmanager.com email address will be redirected to Corel’s Azure AD for sign in.

You will receive an email confirmation from noreply@mindmanager.com that we have successfully
received your setup request (be sure to check your spam/junkmail folders).

Domain Name Verification

MindManager requires domain name verification. This process ensures your organization is the rightful
owner of the domains you are requesting us to redirect to your SSO provider. Domain verification also
enables your administrator to delete MindManager cloud data for users with email addresses that
match your verified domains.

Verify your domain using one of the methods below (you do NOT need to do both):
1. Add a DNS TXT entry to your DNS record to confirm that you own the domain.
OR

2. Upload an HTML file provided to you in the "Domain verification" section to your root web
directory.

Verify your domain with a DNS TXT record

The "Domain verification" section provides the TXT information you will need to add to your DNS record.
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MindManOger’ ACME tenant Admin Home / Setup SSO

/\4 Back \)
©  NewSetup
©  Domain Verification
Security Review

Ready for Testing

Done

powbdpE

bottom of the “Domain verification” section.
Note: Typically, this change takes only minutes to occur, however there are cases where it may take

up to 72 hours to complete.

Note: The precise steps you need to perform to add a DNS TXT entry to your DNS record may vary by domain

host.

( signouti(jo
\

Verify Your Domain(s)

MindManager requires domain verification to enable SSO. This process ensures that you are the owner of the
domains you wish to send to your SSO provider.

ctions for information on how to verify your domain(s) using a DNS text

b page upload you have a link to download a file below, which you should put into the root
site. To verify with a DNS text entry - create one for your domain with the content given

Click this link to download the web page file

DNS TXT Record content: mindmanager
verification=cl7edaae86e40162583e098582(6dbf3eccade8ef83747df9ba617ded9d31309

Verification Status

foobar.com Pending Verification

e —
X, e

Navigate to the DNS record section of your domain host.

Add the TXT entry to your DNS record.

Add @ to the Host field (if it is required by your domain host).
Once the changes have propagated across your domain's web servers, click the Refresh button at the

Verify your domain by uploading an HTML file to your root web directory

The “Domain verification” section provides the HTML verification file you need to upload to your

website.
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MindManager®  ACME tenant Admin Home / Setup SSO

( Back
h

Q New Setup

©  Domain Verification

Security Review

Ready for Testing

Done

1. Download the HTML verification file.

( signout(john@.
\,

Verify Your Domain(s)

S0. This process ensures that you are the
provider.

s for information on how to verify your domain(s) using a
, or web page upload

2 link to download a file below, which you should put

iy with a DNS text entry - create one for your domain with

I Click this link to download the web page file l

DNS TXT Record con

erification=c17edaa

fédbfleccadeBef83747df9bab17ded9d31309

Verification Status

foobar.com Pending Verification

Refresh [ Edit Domains )
. A

2. Upload the file to the root directory of your website.

3. Onceitis done, click the Refresh button at the bottom of the “Domain verification” section.

Security Review

After you have successfully completed Domain verification, your SSO setup will move to the Security

Review stage, during this stage, our team will review and add the configurations necessary to enable

SSO. The security review usually takes 3-5 business days.

Ready for Testing

After our team reviews your submission and completes our configuration, you will get another email
notification that your setup is ready for testing. The status in the admin portal will also show as “Ready
for Testing.” Please follow the instructions in the admin portal to test your setup. If everything is

working as intended, you’re done!
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3. If you encounter issues with your setup please use the admin portal
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SAML Configuration Instructions

ATTENTION: Screenshot examples in this document from are shown for reference only, you should
perform these changes in your own Microsoft Azure portal.

Creating and Configuring Your Enterprise Application

1. Goto https://portal.azure.com/

2. Navigate to Azure Active Directory

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial

Get $200 free credit toward Azure products and services,
plus 12 months of popular free services,

Learn more Cf'

Azure services

+ sss b
L1 1] -

Create a All resources Azure Active

resource Directory

' ']

Manage Azure Active Directory

Manage access, set smart policies, and enhance security
with Azure Active Directory.

o

Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

7 — =
5 e =
4 & = < —
Quickstart Virtual App Services Storage SQL databases  Azure Cosmos More services
Center machines accounts DB

3. Inthe manage area of the Azure Active Directory admin center, click Enterprise Applications
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O Overview
Preview features

#{ Diagnose and solve problems

Manage

aa Users

u

Groups
B2 External Identities

a- Roles and administrators

i Administrative units

Enterprise applications ‘

Devices

=" App registrations
(&) Identity Governance
&> Application proxy

&3] Custom security attributes
(Preview)

Licenses

nv

> Azure AD Connect
g=/ Custom domain names

4. Click New Application, then click Create your own application
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HOME 5 3"t e « o s 44w 5 ENUETpISe aPPIICATGNS Create your own application
Browse Azure AD Gallery

@ You'rein the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. =

£ Got feedback?

If you are developing your own application, using Application Praxy, or want to
application that is not in the gallery, you can create your own application here

What's the name of your app?
The Azure AD App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (S50) and automated user provisioning. When deploying an app from
apps. Browse or create your own application here.

[[input name

?
[ 12 Search application Single Sign-on : All User Account Management : All Categaries : All What are you looking to do with your application

() configure Application Proxy for secure remote access ta an an-premises af

Cloud platforms () Register an application to integrate with Azure AD (App you're developing)

(®) Integrate any other application you don't find in the gallery (Non-gallery)

Amazon Web Services (AWS) ‘Google Cloud Platform Oracle

aws

Google Cloud

5. Type a name for the app (EG “MindManager SSO”), and choose Integrate any other application
you don't find in the gallery (Non-gallery), then click Create
6. Inthe manage area, click Single sign-on, then click SAML
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«
&5 Overview
Deployment Plan
Manage
i Properties
e Owners

4« Roles and administrators (Preview)

a8 Users and groups

I 2 Single sign-on

@ Provisioning
i Application proxy
C  Self-service

Custom security attributes
(preview)

Security

%= Conditional Access
[m} . .
i.» Permissions

© Token encryption
Activity

7. Inthe Basic SAML Configuration area, click Edit
8. In the Identifier (Entity ID) section enter: urn:amazon:cognito:sp:eu-central-1_YI6Ea8Vvt
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9. Inthe Reply URL (Assertion Consumer Service URL) section, you now need to add 2 Reply URLs

Version 2.0

a.
b.

MindManager Reply URLs vary depending on the currently available user pool.
To get the URLs for the currently available user pool, please visit the current user pool
page at: https://cloud.mindmanager.com/api/vl/current-userpool-domains
There should be 2 different URLs displayed at the top of the page.
Copy the first URL from the current user pool page.
In the Reply URL area, paste the first URL into the first field.
i. After pasting the URL, insert https:// at the beginning of the URL, and change
the text oauth2 to sami2

ii. For example, if the current user pool page shows:
user-pool/oauth2/idpresponse
it should be changed to:
https://user-pool/saml2/idpresponse
Copy the second URL from the current user pool page.
In the Reply URL area, paste the second URL into the second field
i. Once again, after pasting the URL, insert https:// at the beginning of the URL
and change the text oauth2 to samli2
Click Save
Example below. Entity ID and URI shown are for illustrative purposes only, be sure use
the entity ID from step 8 above and get the latest URIs from the current user pool page.

If you are updating an older MindManager SSO setup, please use the entity ID from your
current configuration.

Basic SAML Configuration

Save P? Got feedback?

Identifier (Entity ID) * ©
The default identifier will be the audience of the SAML response for IDP-initiated SSO

Default
I v] @ ©
| |
Reply URL (Assertion Consumer Service URL) * ©
The default reply URL will be the destination in the SAML response for IDP-initiated S50
Default
I . . | B 0



https://cloud.mindmanager.com/api/v1/current-userpool-domains

10. In the Attributes & Claims area, Click Edit
11. Then click Add New Claim
12. Enter the following information

Name: Email

Namespace: http://schemas.xmlsoap.org/ws/2005/05/identity/claims
Source: Attribute
Source attribute: (Use field which includes your member email address)
— Microsoft Azure L Search resources, services, and docs (G+/)
Home > Parallels Inc - PREPROD LAB > Enterprise applications > mind > SAML-based Sign-on > Attributes & Claims

Manage claim

B save X Discard changes £ Got feedback?

Name * | Email

Namespace I http://schemas.xmlsoap.org/ws/2005/05/identity/claims
Source * @ Attribute O Transformation

Source attribute * | user.userprincipalname

v Claim conditions

13. Copy the App Federation Metadata URL in the SAML Signing Certificate area
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Attributes & Claims

& Edit
givenname user.givenname
surname user.surname
emailaddress user.mail
name user.userprincipalname
Email user.userprincipalname
Unique User Identifier user.userprincipalname
SAML Signing Certificate 2 Edit
Status Active
Thumbyprint
Expiration 11/11/2024, 6:49:12 AM
Notification Email
App Federation Metadata Url https://login.microsoftonline.com/ TN
Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download

Submit Your Setup Details In the MindManager Admin Portal

Input the required information as described below into the fields in your Admin portal
(https://cloud.mindmanager.com/admin) via the Setup SSO button.

e App Federation Metadata URL
o Found in the SAML Signing Certificate area, you copied this in step 13.
e List of domains

o The list of domains that you want to be redirected to use your Organization’s Active
Directory to Sign In.

o This is usually the company domain, for example at Corel it is corel.com but you can
include additional domains that may fall under the same active directory, for example
we also include mindmanager.com. This means that anyone with an @corel.com or
@mindmanager.com email address will be redirected to Corel’s Azure AD for sign in.

You will receive an email confirmation from noreply@mindmanager.com that we have successfully
received your setup request (be sure to check your spam/junkmail folders).

Domain Name Verification
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MindManager requires domain name verification. This process ensures your organization is the rightful
owner of the domains you are requesting us to redirect to your SSO provider. Domain verification also
enables your administrator to delete MindManager cloud data for users with email addresses that
match your verified domains.

Verify your domain using one of the methods below (you do NOT need to do both):
4. Add a DNS TXT entry to your DNS record to confirm that you own the domain.
OR

5. Upload an HTML file provided to you in the "Domain verification" section to your root web
directory.

Verify your domain with a DNS TXT record

The "Domain verification" section provides the TXT information you will need to add to your DNS record.

MindManager®  ACME tenant Admin Home / Setup SSO (' signout

Back

©  NewSetup

Verify Your Domain(s)

©  Domain Verification

Security Review

Ready for Testing
DNS TXT Record content:
rification=cl7edaae86e

Verification Status
Done

foobar.com Pending Verification

5. Navigate to the DNS record section of your domain host.
6. Add the TXT entry to your DNS record.
7. Add @ to the Host field (if it is required by your domain host).

Version 2.0



8. Once the changes have propagated across your domain's web servers, click the Refresh button at the

bottom of the “Domain verification” section.

Note: Typically, this change takes only minutes to occur, however there are cases where it may take

up to 72 hours to complete.

Note: The precise steps you need to perform to add a DNS TXT entry to your DNS record may vary by domain

host.

Verify your domain by uploading an HTML file to your root web directory

The “Domain verification” section provides the HTML verification file you need to upload to your

website.

MindManager®  ACME tenant Admin Home / Setup $SO

( Bak )
ac )

\ J

(] New Setup

©  Domain Verification

Security Review

) S —
f\_ Sign Out (john@acme.com) )

Verify Your Domain(s)

MindManager requires domain verification to enable SSO. This process ensures that you are the
owner of the domains you wish to send to your S50 provider.

Please refer to your SSO setup instructions for information on how to verify your domain(s) using a
DNS text entry, meta tag in your header, or web page upload

To verify with a web page upload you have a link to download a file below, which you should put
the root folder of your website. To verify with a DNS text entry - create one for your domain with

n
the content given below

Click this link to download the web page file l

Ready for Testing

Done

4. Download the HTML verification file.

o

DNS TXT Record content: mindmanager-
verification=c17edaae86e4016a583e098582f6dbf3eccadeBef83747df9bab1 7ded9d31309

Verification Status

foobar.com Pending Verification

‘/’—\
\ -/

Upload the file to the root directory of your website.

6. Onceitis done, click the Refresh button at the bottom of the “Domain verification” section.
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Security Review

After you have successfully completed Domain verification, your SSO setup will move to the Security
Review stage, during this stage, our team will review and add the configurations necessary to enable
SSO. The security review usually takes 3-5 business days.

Ready for Testing

After our team reviews your submission and completes our configuration, you will get another email
notification that your setup is ready for testing. The status in the admin portal will also show as “Ready
for Testing.” Please follow the instructions in the admin portal to test your setup. If everything is
working as intended, you’re done!

If you encounter issues with your setup please use the admin portal to submit a support ticket.
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